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METHOD AND APPARATUS FOR
HOP-BY-HOP RELIABLE MULTICAST IN
WIRELESS NETWORKS

This application claims the benefit, under 35 U.S.C. §365
of International Application PCT/US2009/005493, filed Oct.
6,2009, which was published in accordance with PCT Article
21(2) on Apr. 14, 2011 in English.

FIELD OF THE INVENTION

The present invention relates to wireless networks in gen-
eral and, in particular, to hop-by-hop multicast in wireless
networks.

BACKGROUND OF THE INVENTION

In multicast and/or broadcast applications, data are trans-
mitted from a server to multiple receivers over wired and/or
wireless networks. A multicast system as used herein is a
system in which a server transmits the same data to multiple
receivers simultaneously, where the receivers form a subset of
all the receivers up to and including all of the receivers. A
broadcast system is a system in which a server transmits the
same data to all of the receivers simultaneously. That is, a
multicast system by definition can include a broadcast sys-
tem.

Data is usually formatted into packets and or frames for
transmission. That is, packets and frames are data formatting
schemes. As used herein data can be formatted into any con-
venient format for transmission including packets and/or
frames.

Multicast applications such as content distribution, file
sharing, data casting, software upgrade, and video multicast
are becoming increasingly common. In contrast to unicast,
high-throughput reliable multicast in wireless mesh networks
(WMNs) has received little attention. Reliable multicast, i.e.
the distribution and delivery of data to multiple receivers, in
wireless multi-hop networks is very important because it
provides many applications to wireless clients (devices, sta-
tions, nodes), such as video sharing, content distribution, file
download, interactive chat lines, software upgrade, etc. A
100% Packet Delivery Ratio is always in conflict with high
throughput in conventional multicast protocols. Multicast
data packets are transmitted along different paths with vari-
ous hops and throughput from the multicast source to difter-
ent multicast receivers, i.e. the paths from the multicast
source to different receivers have various quality character-
istics, packet loss rates and throughput. Due to the lossy
nature of wireless links, varying channel conditions and inter-
ference, reliable multicast is difficult to achieve in multi-hop
networks. Another challenge is the “crying babies” problem,
which is the notion that a few receivers with particularly bad
connections may experience a high packet loss and low
throughput. This results in slowing down the whole multicast
session in order to ensure that these “crying babies™ receive
the data transmission. It is thus challenging to achieve reliable
and efficient multicast with no loss and high throughput over
multi-hop wireless networks because the receivers (“crying
babies”) with poor network connectivity and lossy wireless
links may greatly degrade the performance of the receivers
with good network connectivity.

Traditional reliable multicast techniques are all client and
server based. There is no intermediate node interaction. That
is, intermediate nodes and/or routers simply forward the data
packets. One class of reliable multicast schemes is based on
Forward Error Correction (FEC). With FEC, the sender
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(transmitter, source) transmits (sends, forwards) redundant
encoded data packets, and the receivers (sinks, destinations)
detect and recover lost data packets in order to reconstruct the
original data. No feedback from the receivers and no retrans-
missions are required. The use of FEC itself cannot guarantee
100% reliability. While the most common form of FEC usu-
ally involves Reed-Solomon (RS) codes, at least one FEC
scheme for reliable multicast uses a linear code (such as
Digital Fountain codes). “In Coding Theory and Communi-
cation Theory, fountain codes (also known as rateless erasure
codes) are a class of erasure codes with the property that a
potentially limitless sequence of encoding symbols can be
generated from a given set of source symbols such that the
original source symbols can be recovered from any subset of
the encoding symbols of size equal to or only slightly larger
than the number of source symbols.” (Wikipedia) In such a
scheme, the server keeps sending coded data packets for a
chunk (unit) of data to multiple receivers and a multicast
receiver receives the coded data packets. The receiver leaves
(exits) the multicast tree after receiving enough data packets
to decode the data (content). The issue is that the server needs
to keep transmitting (sending) the data packets for the chunk
until the last receiver receives enough data packets to decode
the transmission even if only one link is the bottleneck. This
is a waste of bandwidth.

Another prior art scheme is based on hybrid ARQ-FEC. A
negative acknowledgement (NACK) is often used to reduce
the feedback traffic. Receivers send NACKs to the server to
request lost or damaged data packets in order to recover the
lost or damaged data packets. The term “corrupted data pack-
ets” is used herein to include any data packets that have been
lost, destroyed or damaged in any way. The server retransmits
the FEC coded packets in multicast. Receivers recover their
lost data packets using FEC. It is possible that each receiver
may have different lost packets that can all be recovered using
the same FEC data. However, it may cause a problem known
as NACK implosion and delay will be incurred due to the
NACK transmissions resulting in delays for the server trans-
mitting and the receivers receiving the FEC data.

It has been shown recently that network coding can
increase throughput over a broadcast medium, such as that in
wireless networks, by allowing intermediate nodes (routers)
to encode data packets instead of simply replicating and for-
warding data packets. An intermediate node can mix data
packets from different flows into a coded data packet to
increase the information content in a transmission and the
receivers can decode the original data packets using the coded
data packets and the data packets overheard earlier. This is
called inter-flow network coding. Inter-flow network coding
requires special network topology and flow routes such as
“Alice-Bob structure” or X-structure” in order for the receiv-
ers to overhear the data packets of different flows and decode
the coded data packets. Furthermore, inter-flow network cod-
ing requires the transmitter to know what data packets have
been overheard or buffered by each of the receivers. These
requirements result in certain application limitations of inter-
flow network coding and control overhead. More recently,
intra-flow network coding based on random linear block
codes has attracted some research attention, in which a net-
work router (source and intermediate node) performs random
linear coding operations to a block of data packets of a flow,
i.e. independently and randomly select linear mappings from
inputs onto output over some field, and sends the coded data
packets. The primary goal is to bring new information to the
receivers in each of the forwarded data packets.

Network coding allows the source and every intermediate
node to perform coding operations on data packets it has
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besides simply replicating and forwarding the data packets.
Before the operation, the node usually determines if a
received packet is innovative or not before it is added to the
linear combination. A packet is said to be innovative if it is
linearly independent with respect to other packets by Gauss-
ian elimination. In the other words, the packet brings new
information to the node. A receiver can decode the original
data as long as itreceives or overhears enough innovative data
packets from any node (ancestor nodes (parents, grandpar-
ents, . . . ) and sibling nodes) along any path (route, link,
channel). Thatis, if the receiver receives as many independent
linear combinations as is necessary to reach the full rank of
data in the chunk the source has. The full rank equals the
number of original packets the source intended to transmit to
the receivers. Initial theoretical work in information theory
has shown that distributed random linear network coding
achieves multicast capacity with probability exponentially
approaching 1 with the code length, as well as taking advan-
tage of redundant network capacity for improved success
probability and robustness, in general multicast networks.
Furthermore, the broadcast medium in wireless networks
allows overhearing and opportunistic routing, leading to fur-
ther performance and protocol design advantages.

Practical design that employs network coding (NC) to
ensure reliable multicast in wireless mesh networks is still in
the initial stages of research and development. Wireless mesh
networks incur lossy and varying channel conditions and
interference. That is, some receivers have good wireless con-
nections to the multicast source, but some other receivers
have very lossy and low throughput paths to the multicast
source. There are many issues surrounding the protocol
design with or adaptation to network coding for distributed
network resource optimization. In the prior art, a scheme
called MORE was the first practical RNC based protocol.
MORE uses intra-flow RNC with opportunistic routing. Con-
ventional routing chooses the next-hop before transmitting a
data packet but, when link quality is poor, the probability that
the chosen next-hop receives the data packet correctly is low.
In contrast, opportunistic routing allows any node that over-
hears the transmission and is closer to the destination to
participate in forwarding the data packet to the destination,
increasing the throughput. This is called opportunistic routing
or opportunistic forwarding or opportunistic delivery. In
MORE, any node that overhears the transmission and is closer
to the destination can participate in forwarding the data
packet to the destination, forming a forwarding belt instead of
path. However, multiple nodes may hear a data packet broad-
cast and unnecessarily forward the same data packet. Belt
forwarding can be inefficient, especially for multicast in
which multiple overlapped belts are formed. Conventional
opportunistic routing protocol, for example, ExOR deals with
this issue by imposing a strict media access control (MAC)
scheduler on routers’ access to the medium, which prevents
spatial reuses and makes the protocol less amenable to exten-
sions to alternate traffic types such as multicast although the
scheduler delivers opportunistic gains. Instead, to reduce
duplicate packets over the air, MORE combines RNC with
opportunistic routing with the primary goal of removing the
strict MAC scheduling coordination of forwarding routers
required in opportunistic routing. MORE randomly mixes
packets before forwarding them. This randomness ensures
that routers that hear the same transmission do not forward the
same data packets. MORE addresses both unicast and multi-
castrouting. However in MORE, multiple intermediate nodes
that hear the data packet broadcast forward the coded data
packets opportunistically without any coordination. The
number of coded data packets sent by an intermediate node
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may be more than that needed so bandwidth is wasted, or less
than that needed so extra delay is introduced for the receiver
to receive enough data packets to decode the original data. In
addition, MORE lacks source rate limiting which can cause
congestion. Furthermore, it suffers from the “crying babies”
problem which is unique to multicast.

Pacifier is a state-of-the-art reliable multicast protocol for
wireless mesh networks. Pacifer improves upon MORE by
using conventional tree-based multicast routing with intra-
flow network coding and opportunistic routing (forwarding,
delivery). In Pacifier, only the nodes on the multicast tree can
perform random linear network coding of incoming data
packets and forward the coded data packets along the tree.
Pacifer has been proved to be more efficient than MORE.
However, similar to MORE, the intermediate nodes do not
cooperate with each other and do not send feedback (ac-
knowledgement) of data packet receipt status to their parent
nodes. Each node simply estimates the number of coded data
packets to transmit to its children (child nodes) per received
data packet assuming the expected link loss rate is known.
This approach may still result in sending more data packets
unnecessarily or less data packets insufficiently. Pacifier also
does not consider the impact of physical layer multi-rate to
the throughput and link loss rate since Pacifer only deals with
the expected data packet loss rate. In Pacifier, a file is divided
into batches, e.g. a batch includes 32 data packets. The source
iteratively sends the batches in a round-robin manner to deal
with the “crying baby” problem. The source switches to the
next batch when it receives from one receiver an acknowl-
edgement of completion (complete reception) of the current
batch or it transmits the number of coded data packets of this
batch more than an estimated limit (counter) value. This
approach reduces the “crying baby” problem, but it intro-
duces a set of issues in real situations. Acknowledgements
might get lost or delayed due to heavy congestion. The best
receiver might not receive the whole batch due to data packet
loss when the number of transmitted data packets has reached
the limit and the source switches to the next batch. The
authors realized this issue, and introduced a tunable knob to
set a proper limit (counter) value. However, this tunable knob
or the limit (counter) value is hard to estimate, leading to
either wasting bandwidth or additional delay. Another issue is
that the source switches to the next batch once the source
receives an acknowledgement from the best receiver. Other
receivers must wait for a whole round before the source
transmits data packets from the first batch again. This results
in long delays and unfairness for other receivers. If the
acknowledgements for the two batches are from two different
receivers, the situation becomes even worse and no receiver
can quickly obtain the necessary number of data packets to
decode all the batches in order and complete the file down-
loading or content retrieval quickly.

As multicast is becoming increasingly common with con-
tent distribution and file sharing applications, new solutions
for throughput improvement and better handling of the “cry-
ing babies” problem are needed to support these multicast
applications in reliable and high-performance ways over
multi-hop wireless mesh networks. With dramatic advances
in micro-processor and data storage technologies, modern
wireless routers are equipped with much more powerful pro-
cessing capability and data storage capacity at significantly
lower prices than even a couple of years ago. Tradeoffs can be
made in protocol design for processing power and storage
capacity requirements, and bandwidth efficiency perfor-
mance.

SUMMARY OF THE INVENTION

The present invention is directed to a reliable multicast
method, called HopCaster herein. HopCaster exploits the
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ever increasing processing power and storage capability in
modern wireless routers to achieve efficient and reliable mul-
ticast transport services to end devices (clients, nodes, sta-
tions, . . . ) that may be wired or wireless, static, mobile, and/or
intermittently disconnected and either resource rich or
resource poor. A wireless network is used as an exemplary
embodiment herein. HopCaster utilizes feedback from inter-
mediate nodes. As used herein, the term “router” includes
routers, switches, bridges and brouters. The present invention
incorporates the following elements (1) reliable hop-by-hop
multicast with in-network store-and-forward transport (trans-
mission) along a multicast distribution tree; (2) intra-flow
(intra-stream) network coding enabling effective opportunis-
tic routing (forwarding, delivery); (3) local throughput opti-
mization to adapt to optimal radio physical layer transmission
mode based on a varying topology of children at different
stages of a multicast transmission; (4) adaptive packet sched-
uling to solve the network connection heterogeneity problem
of the receivers (“crying baby”, heterogeneous receiver,
receiver heterogeneity problem) in multicast; and (5) explicit
congestion control to utilize the distributed caching capabil-
ity of intermediate routers in the network for efficient reliable
multicast.

A method and apparatus are described including perform-
ing hop-by-hop multicasting including network coding of
data packets of a portion of content, wherein network coding
further includes receiving an encoded data packet of a portion
of content from an upstream transmitter, determining if the
received encoded data packet is innovative, storing the
received encoded data packet responsive to the first determi-
nation, determining ifa full rank of the encoded data packet of
the portion of content has been received, determining if an
acknowledgement message for the portion of the content has
already been sent to the upstream transmitter responsive to
the second determination, sending the acknowledgement
message to the upstream transmitter responsive to the third
determination and discarding the received encoded data
packet responsive to the first determination.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is best understood from the follow-
ing detailed description when read in conjunction with the
accompanying drawings. The drawings include the following
figures briefly described below:

FIG. 1 shows an exemplary wireless network.

FIG. 2A is a flowchart for an exemplary transmitting
method of a source node of the hop-by-hop multicast in
accordance with the principles of the present invention.

FIG. 2B is a flowchart for an exemplary receiving method
of'a forwarding node or receiver of the hop-by-hop multicast
method in accordance with the principles of the present
invention.

FIG. 2C is a flowchart for an exemplary transmitting
method of a forwarding node of the hop-by-hop multicast in
accordance with the principles of the present invention.

FIG. 3A is a flowchart of an exemplary method that a node
(a receiver, group member or a forwarding node) joining a
multicast tree and maintaining a multicast tree in accordance
with the principles of the present invention.

FIG. 3B is a flowchart of an exemplary method for a node
to process a received join message in accordance with the
principles of the present invention.

FIG. 3C is a flowchart of an exemplary method for a node
to process a received leave (prune, exit) message in accor-
dance with the principles of the present invention.
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FIG. 3D is a flowchart of an exemplary method when an
Expiry Timer (ET) expires in accordance with the principles
of the present invention.

FIG. 3E is a flowchart of an exemplary method for a node
(a receiver, group member or a forwarding node) leaving
(pruning, exiting) a multicast tree in accordance with the
principles of the present invention.

FIG. 4 shows the physical layer modes with corresponding
modulation and channel coding schemes for an exemplary
wireless interface.

FIG. 5 is a flowchart of an exemplary link rate adaptation
method for local multicast throughput optimization in accor-
dance with the principles of the present invention.

FIG. 6 is an exemplary embodiment of a method for the
chunk transmission scheduling and chunk acknowledgement
table update method in accordance with the principles of the
present invention.

FIG. 7 shows a flowchart for an exemplary congestion
control method in accordance with the principles of the
present invention.

FIG. 8 is a block diagram of an exemplary implementation
of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

HopCaster exploits the ever increasing processing power
and storage capability in modern wireless routers and utilizes
efficient feedback from intermediate nodes for efficient and
reliable multicast transport. It has several key components,
which provide reliable hop-by-hop multicast with in-network
store-and-forward transport along a multicast distribution
tree, intra-flow (intra-stream) network coding enabling effec-
tive opportunistic forwarding (routing, delivery), local
throughput optimization to adapt to optimal physical layer
transmission mode based on a varying topology of children at
different stages of a multicast transmission, explicit conges-
tion control to utilize the distributed caching capability of
intermediate routers in the network for efficient reliable mul-
ticast, adaptive packet scheduling to solve “crying babies”
problem in multicast.

InHopCaster, amulticast tree is built connecting the source
(as the root node) to all receivers as in Pacifier. However, in
Pacifier, the expected transmission count (ETX), i.e. the
expected packet loss probability, is used as the link metric to
establish the multicast tree. ETX only considers the packet
loss probabilities of the links, but not the link’s bandwidths
and the impact of radio’s multi-rate transmission capability.
The present invention uses expected transmission time (ETT)
as the link metric to construct the shortest path tree connect-
ing the source to all the receivers. The tree rooted at the source
and includes all the shortest-ETT paths from the source to the
receivers. The multicast tree is reconstructed when the net-
work topology changes, that is whenever connectivity
between the source and any of downstream nodes on the
multicast tree changes or some node completes sending or
receiving a chunk of data packets or a node joins or leaves
(exits) the multicast tree.

The ETT for a link L is defined as the expected time for
successfully transmitting a data packet over the link and
reflects the amount of channel resources consumed by trans-
mitting the data packet over the link. It can be formulated as
ETT,=s/t;, (1/(1-e;)), where e, is the data packet loss rate, r,
is the transmission rate of link L, s is the standard test data
packet size (e.g. 1000 bytes). The cost of a path is the sum-
mation of the ETT’s of all the links along the path. The ETT
metric captures the impact of both data packet loss probability
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and link bandwidth on the performance. Put another way, the
ETT (airtime) for each link can be calculated as:

ETT:(0+%) ! )

l—ef

The value of O depends on PHY and MAC channel access
overhead, which includes frame headers, training sequences,
access protocol frames, etc. Given a MAC and PHY protocol,
O is a constant. B, is number of bits in test frame. The input
parameters r and e are the data rate in Mbps and the frame
(packet) error (loss) rate for the test frame of size B, respec-
tively. The rate r represents the data rate at which the mesh
router would transmit a frame of standard size B, based on
current link conditions. The frame error rate e, is the prob-
ability that when a frame of standard size B, is transmitted at
the current transmission bit rate r, the frame is corrupted due
to transmission error(s). Their estimation depends on the
local implementation. Frames that are dropped due to exceed-
ing their time to live (TTL) should not be included in this
estimate as they are not correlated with link performance.

The source and intermediate forwarding nodes (FNs) in
HopCaster use intra-flow network coding (NC). Random lin-
ear block codes (random linear network coding) are used as
an example to explain the invention. Other codes such as
erasure codes, fountain codes can be used as intra-flow net-
work coding in the present invention. A large file can be
divided into multiple chunks (batches, clips, segments) at the
source before distribution to reduce initial decoding delay at
the receiver, packet header overhead, and processing and
buffering requirements at the intermediate forwarding nodes.
For each chunk, the source sends random linear combinations
of the data packets belonging to that chunk.

Suppose the file is divided into W batches or chunks that
the source is going to disseminate among D receivers. For
example, each batch (chunk) has 32 data packets. Each batch
(chunk, clip, segment) has a finite B, number of native (un-
coded, original) data packets, A,={a,,, a5, . . . , 8,5} There-
fore, there are

original packets to be multicast. A random linear coding is
performed at the source node for each chunk (batch). Take the
k™ batch (chunk) for example,

@

B
Xij = Z @i
i1

where a. is coding coefficient from a finite field, F,, of size q.
Typically, Fs, e.g. F,5¢ 1s used.

Referring to FIG. 1, which is a schematic diagram of an
exemplary wireless network. A multi-hop wireless mesh net-
work (WMN) usually includes mesh routers (mesh access
points (MAPs), forwarding nodes), gateways and client sta-
tions (receivers, hosts). Mesh routers (mesh access points,
forwarding nodes) form a multi-hop wireless infrastructure.
One or more mesh router (MAP) may be connected to the
wired Internet acting as the mesh gateway. Client stations
without mesh functions such as laptops, smart phones, etc.,
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do not participate in the packet relay, but associate with a
mesh router (MAP) to obtain network access. The mesh rout-
ers forward traffic for the client stations in the mesh. Most of
the traffic in a mesh network is normally either forwarded
from or to a gateway. Mesh routers are often immobile and not
constrained in terms of resources. The content (file, data, . . .
) comes from the source (which may be a gateway and may
have received the content from outside of this exemplary
wireless network or may be a server in the mesh network and
have the content to send), which is the root node of this
multicast tree (group). The nodes labeled as FN1, ..., FN6 are
forwarding node (router, MAP) and are also called interme-
diate nodes and routers herein. The nodes labeledR1, ...,R6
are the leaf nodes of the multicast tree. The leafnodes may be
end devices (receivers, hosts, client stations, sinks, destina-
tions, . . . ) of the content. The end devices may be (but are not
limited to) clients, client devices, mobile devices, mobile
terminals, computers, laptops, notebooks, personal digital
assistants (PDA) or dual mode smart phones. The leaf nodes
may also be proxies (routers, portals) that connect to (com-
municate with) other networks or end devices (destinations)
(not shown in the figure). Furthermore, a node (device) may
be both an end device (receiver, destination) and a forwarding
node (router). A node (device) may be both a proxy (portal)
and a forwarding node (router). A node (device) may be an
end device (receiver, destination) and a proxy (portal) and a
forwarding node (router). That is, a forwarding node may also
be a proxy for other devices (networks) and/or an end device
(receiver, final destination) of the multicast content. A multi-
cast group member can be a leaf node or a forwarding node on
the multicast tree. Due to the broadcast nature of the wireless
medium, a node (leaf node or forwarding node) can receive
the data packets from its direct parent on the tree, as well as
have opportunities to overhear the packets from other neigh-
boring nodes (grandparents, sibling nodes . . . ). The solid
lines in FIG. 1 represent the links on the multicast tree and the
dashed lines represents that a node can overhear the packet
transmissions from its neighbors.

A data packet x;; is innovative to a node when the rank of
chunk k increases by 1 after receiving it. Intermediate for-
warding nodes (FNs) cache all innovative data packets of the
chunk and also perform intra-flow networkcoding on the
innovative data packets of the chunk before forwarding the
re-encoded innovative data packets. As an example, random
linear block codes (random linear network coding) are used to
explain the invention. Other codes such as erasure codes,
fountain codes can be used as intra-flow network coding in
the present invention. Hach encoded data packet carries the
batch (chunk) identifier (ID) and its coding vector, i.e. the
vector of the random coefficients used to generate that data
packet, in the header. Still using chunk k as an example, in
FIG. 1, for example, FN1 receives B, innovative data packets
of the first chunk from the source, X,={X;1, X5, - - - s Xzzz}- It
is obvious that the linear combinations ofthe X, setat FN1 are
still linear combinations of the un-coded original data packets
of chunk k. As long as the rank of received data packets
reaches By, a node is able to decode the received data packets
to obtain the original data packets of chunk k. Due to the
broadcast nature of the wireless medium, there are many
opportunities for a node to overhear data packets from their
neighbors (neighboring nodes), although the data packets
might not come from their direct ancestors (parent nodes)
along the multicast tree. In FIG. 1, the dashed lines show the
possible pairs which can overhear each other’s packets. They
are geographically near one another but do not have parent-
child relationship. Because each forwarding node performs
random linear network coding on the input data packets
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before forwarding them, the probability that a node receives
duplicate packets from their neighboring nodes is reduced.
The FNs performing random linear coding can check and
ensure that the forwarded data packet is innovative from the
data packets it has already received.

Different from Pacifier and MORE, data transport in Hop-
Caster operates in a hop-by-hop store-and-forward manner
with large-sized data units (chunks, batches, clips, segments).
Hop-by-hop store-and-forward transport means that a for-
warding node (FN) caches all the innovative data packets of a
chunk and sends an acknowledgement to its parent once it
successfully receives the full rank of the current batch. Note
that a node receives data packets not only from its parent on
the multicast tree, but also overhears data packets from its
other neighboring nodes such as grandparent nodes and sib-
ling nodes due to broadcast nature of wireless medium. Once
all the children (child nodes) acknowledge the successful
reception of a chunk, the parent completes the transmission of
this chunk and moves to the next chunk. The children (child
nodes) are responsible for delivering this chunk to their chil-
dren (child nodes). Furthermore, if an intermediate forward-
ing node receives a data packet for the chunk from its parent
node that it has completely cached, that FN sends an acknowl-
edgement message to its parent node. When a receiver (des-
tination) receives the full rank of linearly independent coded
data packets of a chunk, the receiver (destination) decodes the
chunk to obtain the original data packets. The receiver (des-
tination) then sends an acknowledgement to its parent node.

A forwarding node may remove a completed chunk from
its cache if the storage is needed for other purposes after the
forwarding node completes the delivery of this chunk to all its
children (child nodes). Or the forwarding node may keep the
cached chunks in its storage. The cached copies may be
needed during network topology changes or for new receivers
(destinations) as described below. Note that the source will
continue data multicast in a multicast group with certain
scheduling as long as there are members in the multicast
group. The chunk scheduling algorithms are also discussed
below.

In one embodiment of the present invention, a FN does not
begin sending the coded data packets of a chunk to its children
(child nodes) until it receives the full rank of the chunk and
sends the acknowledgement to its parent node. This approach
reduces the channel contention among transmissions of the
same chunk if the multi-hop transmissions share the same
channel. It also reduces the probability that the forwarded
data packet is not innovative from the data packets sent by its
parent node since the FN performing random linear coding
will ensure that the forwarded data packet is innovative from
all its already received data packets. However, this approach
causes extra buffering delay. In an alternative approach, a FN
can start performing the linear combination and sending the
coded data packets of a chunk to its children as soon as it
receives two or more innovative data packets of a chunk if
transmission of previous chunks has been completed or
depending on certain packet scheduling. The scheduling
algorithm will be described below. This approach better uti-
lizes the benefits of pipelining and reduces delay.

This hop-by-hop transport and acknowledgement strategy
offers several advantages compared to the end-to-end
acknowledgement used in Pacifier and MORE. The hop-by-
hop transport and acknowledgement push the content (data,
chunks, batches, clips, segments) close to the receivers (des-
tinations) using available bandwidth more efficiently. It
handles network heterogeneity better. Consider a “crying
baby” receiver (destination) with a bottleneck link close to the
receiver (destination). If the end-to-end acknowledgement
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mechanism is used, the source will keep transmitting the data
packets until an end-to-end acknowledgement of successful
reception of the chunk from the worst receiver (destination)
(“crying baby”) is received. The bandwidth is wasted on the
non-bottleneck links. Alternatively, hop-by-hop transmission
and acknowledgement avoids this deficiency, since the FN at
the upstream of the bottleneck link will cache the data and
informs of its parent node to stop sending unnecessary data
packets. Furthermore, with hop-by-hop acknowledgement,
the source and FNs do not need to estimate the expected
number of extra coded data packets to transmit per chunk to
compensate for potential packet transmission loss as did Paci-
fier and MORE. It is difficult to make accurate estimations of
the number of lost packets over varying wireless channels
with fading and interference. Any overestimation causes
bandwidth waste and any underestimation causes delay.

The advantages of hop-by-hop transport and acknowledge-
ment are even more pronounced when the network becomes
congested or network nodes are mobile. End-to-end acknowl-
edgement may be delayed under heavy congestion. The
source continues sending packets before receiving the
acknowledgement, leading to bandwidth waste. Such defi-
ciency was recognized by the authors of Pacifier. The authors
proposed to solve the problem by estimating the extra data
packets to be transmitted per chunk based on expected data
packetloss rate and only transmitting the estimated number of
extra packets before switching to next chunk. As described
above, inaccurate estimation of data packet loss rate results in
bandwidth deficiency or extra delay receiving a chunk. The
hop-by-hop acknowledgement avoids the uncertainty in this
guessing game of the data packet loss rate and represents a
solution to the problem of delayed end-to-end acknowledge-
ment. Even for a single destination, the end-to-end connec-
tion over a path of n hops would break or deteriorate as soon
as any link in the path failed or degraded, triggering route
repair or route re-discovery mechanisms. The rate of mobil-
ity-induced disconnection or degradation on the n hop path
would be roughly n times that of a single hop. The situation is
worsened in multicast since more receivers and forwarding
nodes are involved. Thus, a single hop transfer is far more
reliable. The hop-by-hop catch-and-forward approach com-
bines reliable single hop forwarding with delivery from inter-
mediate cache. This combination will offer faster and more
efficient transport in multi-hop mesh networks as described
below.

Current radios offer multi-rate capability to adapt to chan-
nel conditions at a per-packet granularity. The hop-by-hop
transport and acknowledgement allows local optimization of
radio transmission mode. The above observation motivates
the hop-by-hop catch-and-forward multicast transport design
of HopCaster.

Specifically, based on this hop-by-hop acknowledgement
scheme, each node on the multicast tree may keep a chunk
acknowledgement (ACK) table shown in Table 1. At start-up,
except the source node, the chunk ACK table is empty in other
nodes since the transmission has not started from the source.
Obviously, however, every parent node knows the list of its
children through multicast tree construction. The chunk ACK
table contains the information for which chunks the node has
full-rank data packets and whether an acknowledgement
message has been received from a child node for a particular
chunk. As an example in Table 1, it can be seen that the node
has completely received B, innovative data packets out of B,
total packets for chunk 1, and B, innovative data packets out
of B, total packets for chunk 2, both of which reaches full
rank. It has not completed the reception of chunk 3. Mean-
while the node receives acknowledgement for chunk 1 from
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all of its child nodes. But for chunk 2, it receives acknowl-
edgement only from Child,. In the case of the source node, it
owns (has stored in its cache (storage)) all W chunks. Thus,
there are W rows in its acknowledgement table.

TABLE 1

Chunk acknowledgement (ACK) table

Number of
received packets/

Chunk total number of packets Child 1 Child 2 Child 3
1 B,/B; Acked Acked Acked
2 B./B, Acked  Not Acked NotAcked
3 4/B, Not Acked Not Acked Not Acked

FIG. 2A is a flowchart for an exemplary transmitting
method of a source node of the hop-by-hop multicast in
accordance with the principles of the present invention. At
205 the source node encodes the data packets of a chunk of
content (data) using network coding and sends (forwards,
transmits) an encoded data packet to its child (downstream)
nodes in multicast. At 210 the source node determines if ithas
received an acknowledgment message for the chunk of con-
tent (data) from a child node. If the source node has not
received an acknowledgment message for the chunk of con-
tent (data) from a child node then processing returns to 205. If
the source node has received an acknowledgment message
(ACK) for the chunk of content (data) from a child node then
at 215, the source node determines if it has received an
acknowledgment message for the chunk of content (data)
from all of its child nodes (children). If the source node has
not received an acknowledgment message for the chunk of
content (data) from all of its child nodes (children) then
processing returns to 205. If the source node has received an
acknowledgment message for the chunk of content (data)
from all of'its child nodes (children) then processing ends.

FIG. 2B is a flowchart for an exemplary receiving method
of a forwarding (intermediate) node or a receiver (destina-
tion) node of the hop-by-hop multicast method in accordance
with the principles of the present invention. A forwarding
(intermediate) node or a receiver (destination) node is called
a node, unless it is otherwise noted. At 220, the node deter-
mines if it has received an encoded data packet of a chunk of
content (data) from a parent node or other neighboring node.
If'the node determines that it has not received an encoded data
packet ofa chunk of content (data) from a parent node or other
neighboring node then processing continues at 220. If the
node determines that it has received an encoded data packet of
a chunk of content (data) from a parent node or other neigh-
boring node then at 225 the node determines if the received
encoded data packet is innovative. If the received encoded
data packet is not innovative then at 250 the received encoded
data packet is discarded. If received encoded data packet is
innovative then at 230 the received encoded data packet is
cached (stored). At 235 the node determines if it has received
a full rank of encoded data packets for this chunk of content
(data). If the node has not received a full rank of encoded data
packets for this chunk of content (data) then processing
returns to 220. If the node has received a full rank of encoded
data packets for this chunk of content (data) then at 240 the
node determines if it has sent an ACK to its parent node before
for this chunk of content (data). If the node has sent an ACK
to its parent node before for this chunk of content (data) then
processing returns to 220. If the node has not sent an ACK to
its parent node before for this chunk of content (data) then at
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245 the node sends (forwards, transmits) an ACK to its parent
node for this chunk of content (data).

FIG. 2C is a flowchart for an exemplary transmitting
method of a forwarding (intermediate) node of the hop-by-
hop multicast in accordance with the principles of the present
invention. At 255 the forwarding (intermediate) node encodes
the data packets of a chunk of content (data) using network
coding and sends (forwards, transmits) the encoded data
packets to its child (downstream) nodes in multicast. At 260
the forwarding (intermediate) node determines if it has
received ACKs from all of its child nodes (children) for the
chunk of content (data). If the forwarding (intermediate) node
has received ACKs from all of its child nodes (children) for
the chunk of content (data) then processing ends. If the for-
warding (intermediate) node has not received ACKs from all
of'its child nodes (children) for the chunk of content (data)
then at 265 the forwarding (intermediate) node determines if
it has more coded data packets to transmit for this chunk of
content (data). If the forwarding (intermediate) node has
more coded data packets to transmit for this chunk of content
(data) then processing returns to 255. If the forwarding (inter-
mediate) node has no more coded data packets to transmit for
this chunk of content (data) then processing returns to 260.

Many routing protocols have been proposed and studied to
establish and maintain multicast trees such as PIM, DVMRP,
and multicast AODV. While, multicast routing protocol
design is not a main focus of the present invention, HopCaster
uses a join (leave) scheme inspired by PIM to build the
source-based tree and enhance the scheme to support hop-by-
hop cache-and-forward transport. It is assumed that an exist-
ing unicast routing protocol has been or can be used to con-
struct unicast paths in the network between the source and the
destinations (receivers), and the source (server) address is
known by the destinations (receivers, joining node). A node

5 joining the multicast group (tree) sends a join message to its
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parent (ancestor, predecessor, precursor) on the return path to
the source. The join message contains the chunk acknowl-
edgement table to indicate which chunks have been success-
fully received by the sending node. The join message travels
and is processed hop-by-hop along the path toward the
source. If the parent node has cached the chunks needed by
the children, the needed chunks can be sent from this parent
node to save bandwidth and reduce delay. The parent node
updates the chunk acknowledgement table in the join mes-
sage before it sends the join message to its parent. If an
intermediate node can serve all the chunks needed by its
children, it does not have to forward the join message
upstream to its parent node. The nodes maintain soft state
regarding what join messages they have received and sent.
The state is discarded after a timeout. A node periodically
sends join messages to its parent node to refresh the state. For
bandwidth efficiency, periodic join messages can be com-
bined with chunk acknowledgement (ACK) messages if pos-
sible.

When changes in network topology or link breaks are
detected, the path between the destination (receiver, the mul-
ticast group member) and the source is repaired or recon-
structed by the underlying unicast routing protocol. To speed
up the recovery process, the affected nodes are informed of
the events of link breaks and routing changes. If a node loses
achild node due to routing change, it removes the state for this
child. Ifa node changes its parent node towards the source, the
node sends a join request message to its new parent node
(ancestor, predecessor, precursor) on the reconstructed return
path toward the source. The join message contains the infor-
mation to indicate the progress of file delivery to it, i.e. which
chunks it has successtully received.
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FIG. 3A is a flowchart of an exemplary method that a node
(a receiver, a destination, a group member or a forwarding
node) joining a multicast tree and maintaining a multicast tree
in accordance with the principles of the present invention. At
305, the node performs a test to determine its current state,
specifically if the node is already in the “joined” state. If the
node is already in the “joined” state then at 310, the node tests
its join timer to determine if it has expired. If its join timer has
not expired then at 315, the node performs a test to determine
if the parent (ancestor, upstream) node towards the source has
changed. If the parent (ancestor, upstream) node towards the
source has not changed then at 320 the node performs a test to
determine if the parent (ancestor, upstream) node has lost its
state (the parent node may be crashed and then rebooted, or
for other reasons, all its states are lost). I[f the parent (ancestor,
upstream) node has not lost its state then at 325 the node
performs a test to determine if the cached chunk of content
(data) has been removed from memory (storage) and if a child
node still needs it? If the cached chunk of content (data) has
not been removed from memory (storage) or if no child node
needs it then processing proceeds to 305. If the cached chunk
of content (data) has been removed from memory (storage)
and a child node still needs it then at 350 ajoin message is sent
to the parent (ancestor, upstream) node and the join timer is
set. Processing then proceeds to 305. If the parent (ancestor,
upstream) node has lost its state then processing proceeds to
350. If the parent (ancestor, upstream) node towards the
source has changed then processing proceeds to 350. If the
node’s join timer has expired then processing proceeds to
350.

If the node is not already in the “joined” state, then at 330
a test is performed to determine if the node has received join
instructions from a local application or command. If the node
has not received join instructions from a local application or
command then at 335 a test is performed to determine if the
node has received a join message from a child (downstream)
node and the downstream state transitions to a “join” state
from any other state for forwarding content (traffic, data) to
the child (downstream) node. If the node has not received a
join message from a child (downstream) node or the down-
stream state has not transitioned to a “join” state from any
other state for forwarding content (traffic, data) to the child
(downstream) node then processing proceeds to 305. If the
node has received a join message from a child (downstream)
node and the downstream state transitioned to a “join” state
from any other state for forwarding content (traffic, data) to
the child (downstream) node then at 340 a test is performed to
determine if all of the chunks of content (data) needed by the
child nodes (children) are already cached. If all of the chunks
of content (data) needed by the child nodes (children) are
already cached the processing proceeds to 305. If all of the
chunks of content (data) needed by the child nodes (children)
are not already cached then at 345 the node’s upstream state
is changed (transitions) to “joined”. Processing proceeds to
350 described above. If the node has received join instruc-
tions from a local application or command then processing
proceeds to 340.

FIG. 3B is a flowchart of an exemplary method for a node
to process a received join message in accordance with the
principles of the present invention. At 355 a node receives a
“join” message from a prospective child node. A test is per-
formed at 360 to determine if state information exists for the
multicast group (tree) which the prospective child node
wishes to join. If state information exists for the multicast
group (tree) which the prospective child node wishes to join
then at 365 a test is performed to determine if the node
processing the received “join” message is already in the
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“join” state. If the node processing the received “join” mes-
sage is already in the “join” state then at 370 the expiration
timer is reset. At 375 the node updates the chunk acknowl-
edgement table for this child node. At 380 a test is performed
to determine if any of the chunks of content (data) needed by
the child issuing the “join” message are cached. [fnone of the
chunks of content (data) needed by the child issuing the “join”
message are cached then processing ends. If any of the chunks
of content (data) need by the child issuing the “join” message
are cached then at 395 the chunks of content (data) needed by
the child issuing the “join” message that are cached are served
by the node. Processing then ends.

If the node processing the received “join” message is not
already in the “join” state then at 390 the node changes the
state information for the child (downstream) node to “join”
and sets and starts the expiration timer and sends a “join”
message to its parent (ancestor, upstream) node. Processing
then proceeds to 375. If state information does not exist for
the multicast group (tree) which the prospective child node
wishes to join then at 385 the state information is set to “join”
and the expiration timer is set and started and a “join” mes-
sage is sent to its parent (ancestor, upstream) node. Process-
ing then proceeds to 375.

A receiver (node) leaves (exits) the multicast tree (group)
by sending a leave message to its parent (ancestor, predeces-
sor, precursor) node on the path toward the source. If the
reception of a leave message causes the parent node now to
have no remaining children, i.e. the parent node receives the
leave message from its last child node, the parent node then
sends a leave message to its parent (ancestor, predecessor,
precursor) node. In addition, an intermediate (forwarding)
node maintains soft state regarding what join messages the
intermediate (forwarding) node has received from its chil-
dren. The state is discarded (removed) after a timeout. If the
soft states for all its children expire, the forwarding node
leaves the multicast tree.

FIG. 3C is a flowchart of an exemplary method for a node
to process a received leave (prune, exit) message in accor-
dance with the principles of the present invention. At 306 the
node receives a leave (exit, prune) message from a child node.
At 311 a test is performed to determine if the child node’s
state in the state information is in the “join” state. If the child
node’s state in the state information is in the “join” state then
remove this child and its state from the state information at
316. If the child node’s state in the state information is not in
the “join” state then processing ends. At 321 a test is per-
formed to determine if the node has any other child nodes
(children) for the multicast tree for which the child had
joined. If the node has no other child nodes (children) for the
multicast tree. then at 326 the node changes the downstream
state to “no information”. At 331 a test is performed to deter-
mine if the node itself is a member or a receiver (destination)
of the multicast group (tree) for which it received an exit
(leave, prune) message from one of its child nodes (children).
If'the node itself is a member or areceiver (destination) of the
multicast group (tree) for which it received an exit (leave,
prune) message from one of its child nodes (children) then
processing ends. If the node itself is not a member or a
receiver (destination) of the multicast group (tree) for which
it received an exit (leave, prune) message from one of its child
nodes (children) then at 336 the node sends a leave (prune,
exit) message to its parent (ancestor, upstream) node and
changes its upstream state to “not joined”. Processing then
ends. If the node has any other child nodes (children) for the
multicast tree. then processing ends.

FIG. 3D is a flowchart of an exemplary method when an
Expiry (Expiration) Timer (ET) expires in accordance with



US 9,325,513 B2

15

the principles of the present invention. At 341 a test is per-
formed to determine ifthe expiry (expiration) timer for a child
(downstream) node has expired. If the expiry (expiration)
timer for a child (downstream) node has not expired then
processing proceeds to 341. If the expiry (expiration) timer
for a child (downstream) node has expired then at 346 the
child and its state are removed from the state information. At
351 atest is performed to determine if the node has any other
child nodes (children) for this multicast tree If the node has no
other child nodes (children) for this multicast tree then at 356
the node changes the downstream state to “no information”.
At 361 a test is performed to determine if the node itself'is a
member or a receiver (destination) of the multicast group
(tree). If the node itselfis a member or a receiver (destination)
of'the multicast group (tree) then processing proceeds to 341.
Ifthe node itselfis not a member or a receiver (destination) of
the multicast group (tree) then at 366 the node sends a leave
(prune, exit) message to its parent (ancestor, upstream) node
and changes its upstream state to “not joined”. Processing
then ends. If the node has any other child nodes (children) for
the multicast tree, then processing proceeds to 341.

FIG. 3E is a flowchart of an exemplary method for a node
(a receiver, a destination, group member or a forwarding
node) leaving (pruning, exiting) a multicast tree in accor-
dance with the principles of the present invention. At 371 the
node performs a test to determine if the node is already in the
“joined” state. If the node is not already in the “joined” state
then processing ends. If the node is already in the “joined”
state then at 376 a test is performed to determine if the node is
a receiver (destination) but not a forwarding (intermediate)
node and if the node received leave (exit, prune) instructions
from a local application or command. If the node is not a
receiver but is a forwarding (intermediate) node or if the node
is a receiver and a forwarding node, or if the node does not
receive leave (exit, prune) instructions from a local applica-
tion or command then at 381 a test is performed to determine
if all of the child (downstream) nodes (children) have left
(exited, been pruned) and the downstream state changes
(transitions) to “no information™ and this node is itself not a
member or a receiver (destination) of the multicast group
(tree). If all of the child (downstream) nodes (children) have
not left (exited, been pruned) or the downstream state has not
changed (transitioned) to “no information” or this node is
itself a member or a receiver (destination) of the multicast
group (tree) then processing proceeds to 376. If all of the child
(downstream) nodes (children) have left (exited, been
pruned) and the downstream state changes (transitions) to “no
information” and this node is itself not a member of the
multicast group (tree) then at 386 the node sends a leave (exit,
prune) message to its parent (ancestor, upstream) node and
changes its upstream state to “not joined”. Processing then
ends.

Existing radios such as IEEE 802.11 support multi-rate
transmission that allows data transmission to be adapted to
varying channel conditions using different channel coding
and modulation modes at the physical (PHY) layer. Link
adaption for unicast has been widely studied. However, link
adaptation for multicast in wireless mesh networks has
received little attention. Along the multicast tree, the source
node or a forwarding (intermediate) node (FN) may have
multiple children. A multicast link adaptation method for
local transmission optimization is now described, in which a
node determines the most appropriate PHY mode for data
transmission to its child nodes in order to achieve the maxi-
mum throughput.

Given a radio technology and physical layer mode, the data
packet loss rate can be estimated from channel SNR y. As an
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example, in IEEE 802.11a with a PHY mode m, where m=1,
2,...,8for6,9, ..., and 54 Mbps data rates, respectively, as
shown in FIG. 4, the data packet loss probability (rate) can be
calculated by,

PoLy,m)=1-[1-PQ41)Ix[1-P " (246+1)] 3

where 1 is the size of data payload P/(24, y) is the error
probability of the physical layer convergence procedure
(PLCP) sublayer header that is 24-bits long and is always
transmitted with PHY mode 1, i.e. BPSK modulation and
rate-'/2 convolutional code. P, (246+1,y) is the error probabil-
ity for the 1-byte data payload plus the MAC header transmit-
ted with PHY mode m. Note that in the IEEE 801.11 MAC,
there is no packet level acknowledgement for multicast data
packets (frames) at the link layer. Since in multicast design of
the present invention, network coding is applied to original
data packets, packet level acknowledgement is not necessary.

From Equation (3), the packet error probability depends on
the physical layer transmission mode (i.e. data rate), the data
payload (packet) size, and channel SNR. The PHY mode can
be adjusted by the transmitter (sending, transmitting) node.
Different multicast receiving nodes (connections) have dif-
ferent channel SNR values. Given the received channel SNR
v, for areceiving node t, the P_’(1,y,,m) can be derived for each
PHY mode m based on the modulation and channel coding
scheme used in the PHY mode. Suppose a multicast sending
node (transmitter) N has T child (receiving) nodes, the objec-
tive is to find the best PHY mode for the multicast sending
node (transmitter) N to achieve the overall maximum
throughput among all its T receiving nodes. The objective
function can be formulated as

L @)

max ) rm)(1 =Py, v, m)

t=1

where r(m) is the multicast data rate for the PHY mode m used
by the transmitter (sending, transmitting) node.

In the multicast link adaptation method of the present
invention, each child node measures its received channel
SNR from its parent node periodically and feeds the channel
SNR measurement back to its parent node. This feedback can
be combined with other control information such as routing
protocol control messages to reduce overhead. The parent
node N chooses one of the PHY modes for multicasting to
obtain the maximum total throughput among its targeted
child (receiving) nodes based on the channel SNR feedbacks
from its children and objective function (4).

In the above version of HopCaster, a source or a FN keeps
transmitting data packets from the same chunk until all the
children (child nodes) acknowledge successful reception of
this chunk. That is, a node waits for ACKs from all children to
arrive and then switches to the next chunk. Hop-by-hop store-
and-forward transport in HopCaster naturally mitigates the
“crying baby” problem by limiting it within one hop, instead
of end-to-end as in Pacifier. However, if one child node has a
particularly bad wireless connection, the child will slow
down the completion time of other well-connected children
for the prospective chunks, i.e. the “crying baby” problem
may still occur. In order to solve the “crying babies” problem,
HopCaster uses the following protocols (methods, schemes).
The methods described below can be used either singly or in
combination with each other.

One method is multicast link rate adaptation to the targeted
children receiving the data packet to be transmitted. In Hop-
Caster, hop-by-hop store-and-forward transport is used. A
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child sends an acknowledgement to its parent N after it suc-
cessfully receives the full rank of the current chunk of content
(data). Once the parent node N receives an ACK, which
indicates one of its children has completed reception of the
current chunk of content (data), parent node N readjusts its
multicast PHY transmission mode (rate) to obtain the maxi-
mum total throughput based on the new topology of children
that have not completed reception of the current chunk of
content (data). After all the children acknowledge the suc-
cessful reception of the chunk of content (data), the parent
completes the transmission for this chunk of content (data)
and moves to the next chunk of content (data). Link rate
adaptation to the child(ren) topology optimizes the local mul-
ticast transmission and assures every child node receives the
current chunk of content (data) without keeping other chil-
dren waiting too long.

FIG. 5 is a flowchart of an exemplary link rate adaptation
method for local multicast throughput optimization in accor-
dance with the principles of the present invention. At 505 a
node sends periodic link quality measurement request to mul-
tiple multicast receivers and the node correspondingly peri-
odically receives link quality measurement reports from the
multicast receivers (its child (downstream) nodes) and saves
the channel SNR measurement results in a database (storage,
memory). At 510 a test is performed to determine if the node
has a packet (frame) to multicast to receivers. If the node does
not have a packet (frame) to multicast to receivers then pro-
cessing proceeds to 505. If the node has a packet (frame) to
multicast to receivers then at 515 the node determines the link
physical layer transmission mode (modulation, channel cod-
ing, antenna mode) to maximize the total throughput of the
intended multicast receivers of this packet (frame) according
to the link quality measurements (previously received and
stored in a database) from the multicast receivers. Processing
then proceeds to 505.

A second method to solve the “crying babies” problem is
packet level round-robin. This method is used among differ-
ent chunks of data. In the packet level round-robin method of
the present invention, the source or a FN sends the linear
coded data packets from a list of chunks of content (data) in a
round-robin fashion. Take node N, which can be a FN or the
source, as an example. In addition to a chunk acknowledge-
ment table, node N maintains a round-robin list which con-
tains the chunk IDs node N is transmitting to its children. This
list is empty at the startup. Node N first adds chunk 1 to the
round-robin list and keeps sending the coded data packets of
chunk 1 to its child nodes. If node N has received an ACK for
chunk 1 from one of its child nodes and has already received
chunk 2, it adds chunk 2 to the round-robin list. Node N sends
acoded data packet from chunk 1 followed by one coded data
packet from chunk 2. In this way, node N provides opportu-
nities for the child nodes with poor connections to continu-
ously receive the data packets of chunk 1, while preventing
the child nodes with good links from waiting for the data
packets of chunk 2. If node N collects ACKs from all child
nodes for chunk 1, it removes chunk 1 from the round-robin
list and stops sending additional coded data packets of chunk
1. Algorithm 1 in FIG. 6 is pseudo-code of an exemplary
method for updating the chunk acknowledgement table and
round-robin list at node N.

The above method yields an equal probability (weight) of
sending a data packet from the round-robin list. The method
can be improved by assigning the probability (weight) of
sending data packets from each chunk in the round-robin list
according to the number of missing ACKs for that chunk. For
example, if node N has T number of children and node N has
already received T-2 ACKs for chunk 1, while it has only
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received one ACK for chunk 2, then node N sends 2 packets
from the first chunk and T-2 packets from the second chunk
followed by each other. This method further allows the child
nodes with good connections to quickly obtain the necessary
number of data packets to decode more chunks of content
(data).

A third method to solve the “crying babies” problem is
inter-chunk network coding. Inter-chunk network coding
only occurs at the source node or a FN if the connections vary
among its child nodes. Taking node N as an example. Node N
maintains a chunk acknowledgement table and a mixture list,
which has exactly same content as the round-robin list
described above. A different name is used for the list to
differentiate the two methods. The same algorithm (see FIG.
6) is used to update the chunk acknowledgement table and the
mixture list.

For the same scenario, if node N receives the first ACK
message for chunk 1, which comes from the child node with
the best connection, instead of moving to the next chunk of
content (data) immediately, node N continues sending a few
more coded data packets of chunk 1, during which, more
ACKs may come in. If after that, node N still fails to collect
ACKs for chunk 1 from all of’its child nodes, node N sends the
linear combinations of both chunk 1 coded data packets and
chunk 2 coded data packets, i.e. the packets inter-chunk coded
with both the first and second chunks of content (data). For
those nodes which have successfully received chunk 1, they
only need B, innovative data packets to decode chunk 2.
Therefore, the child nodes with good connections are able to
quickly get more chunks of content (data).

In the above inter-chunk network coding method, node N
keeps sending (transmitting, forwarding) a few more coded
data packets of the current chunk of content (data) to wait for
more ACKs to arrive. The reason is if node N moves to the
next chunk of content (data) immediately after the first ACK
reaches node N, then the following data packets will be the
combinations of both the first and second chunks of content
(data), the nodes that have not completed reception of the first
chunk of content (data) need more innovative data packets to
decode both chunks of content (data) simultaneously, which
delays the completion of the first chunk of content (data). By
continuing to send the linear combinations of the current
chunk of content (data), more child nodes are able to receive
enough innovative data packets of the current chunk of con-
tent (data), although their connections might be a little worse
than the best connection. After that, those child nodes which
still fail to return the ACK message are proved to have very
bad connections with node N. The nodes with very bad con-
nections will eventually receive enough inter-chunk coded
data packets to decode multiple chunks although it may take
a long time.

The methods proposed above to solve the “crying baby”
problem can be used singly or jointly (in combination). For
example, link rate adaptation can be used with packet level
round-robin. When a node transmits the coded data packets of
a chunk of content (data), it adapts its multicast link rate to
maximize the total throughput for all the targeted (intended)
children receiving this chunk of content (data). Similarly,
when a node transmits the packets of any subsequent chunks
of content (data), the multicast link rate is adapted to maxi-
mize the total throughput for all the targeted (intended) chil-
dren receiving the subsequent chunks of content (data). In
another example, inter-chunk network coding, packet level
round-robin, and link rate adaptation can be used jointly. A
node transmits the coded data packets from the first chunk of
content (data) and then the inter-chunk coded data packets
from chunks 1 and 2 in a round-robin manner. When a node
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transmits a coded data packet, it adapts its multicast link rate
to optimize the total throughput for all the targeted (intended)
children receiving this packet.

Each forwarding node caches the received innovative data
packets or chunks of content (data). Caching in the forward-
ing nodes can compensate for bandwidth fluctuation and
reduces the impact of the “crying baby” problem due to
network heterogeneity. However, congestion and buffer over-
flow at a FN may occur due to finite storage size, so conges-
tion control is still needed. An explicit congestion control
method to utilize the distributed caching capability of for-
warding (intermediate) nodes in the network is described
next. The explicit congestion control method is based on three
main components: local congestion monitoring and conges-
tion detection, congestion control signaling, and packet trans-
mission (sending) rate control. Congestion control signaling
is triggered after congestion is detected at a FN through local
congestion monitoring. A FN monitors its buffer (storage)
status. When a node (FN) detects its storage occupation (us-
age) over a high threshold B,, and the incoming traffic is
causing this congestion, the node transmits a Congestion
Control Notification packet to the parent (predecessor, pre-
cursor, upstream) node of its incoming traffic. The Conges-
tion Control Notification can be sent with high priority to
ensure timely transmission of the congestion control signal-
ing messages and to avoid transmission of stale messages that
can reduce network efficiency. A node that receives a Con-
gestion Control Notification can adjust its data packet trans-
mission (sending) rate (defined by the number of transmitted
data packets per aunit of time) to the sender of the Congestion
Control Notification packet. Reduction of data packet trans-
mission (sending) rate to a congested node avoids buffer
overflow in the congested node and avoids wasting mesh
resources for transmission of data packets especially since the
data packets have a high probability of being discarded by the
congested node. A congested node will transmit the Conges-
tion Control Notification at an interval T, until its storage
usage falls below a low threshold B,. B,,, B, and T, are design
parameters that are configurable.

Specifically when the source or a forwarding node on the
multicast tree receives one or more Congestion Control Noti-
fications from one or more its children during each duration
T, itreduces its data packet transmission (sending) rate to the
congested nodes to half of its current data packet transmission
(sending) rate. Note that packet sending (transmission) rate is
defined as the number of transmitted data packets per a unit of
time. When a data packet is sent, the PHY rate used to trans-
mit the data packet is the rate determined by the local opti-
mization algorithm described above. The interval to send data
packets becomes longer to reduce the packet sending (trans-
mission) rate, that is, the node transmits a data packet and
waits for a longer interval and then transmits next data packet.
When congestion occurs, multiple nodes around the conges-
tion area may send the Congestion Control Notifications.
With the duration T, these Congestion Control Notifications
are aggregated and treated as one notification by the source
and the upsteam FNs. For example, the duration T, can be
configured as the possible maximum round trip delay in the
network. The data packet transmission (sending) rate is then
linearly or additively increased using an incremental step D_
every time period T,, for example, one data packet every
network transversal time if node N has not received any
congestion messages from its child nodes for a period of time
T,,. Besides this exponential decrease, linear increase method.
Other methods for increasing and decreasing the data packet
sending (transmission) rate such a linear increase linear
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decrease, exponential increase exponential decrease can also
be used. The packet rate adjustment algorithm at a node can
be described as follows:

initialize congestion control timer T =0
initialize packet rate increment timer T, =T,
initialize PacketRate = initial PacketRate
while (true) {
If receive a Congestion Control Notification {
if Ty ==0{
PacketRate = max{| ¥4 x PacketRate|, min PacketRate}
T, =T,
T,=T,
telse {
T,=T,
¥

}

fT2==0{
PacketRate = min{| PacketRate + D, ], max PacketRate}
T2=Tn

¥
}
(configure minPacketRate = 1, initial PacketRate = MaxPacketRate = the
maximum rate that the node can send packet, D, = 1)

where T, T, and D_ are design parameters. The value of T,
could be set equal to that of T for simplicity and equal to the
possible maximum round trip delay in the network. Alterna-
tively, if node transversal time is T, the value of T, can be set
to be equal to 2x T, xNetworkDiameter. NetworkDiameter is
the maximum number of hops that the shortest path between
any two nodes in the network transverses. In yet another
alternative, T, can be set to be the time period the node N
finishes the transmission of the current chunk of content
(data). The value of D, can be set to be equal to 1 or max
PacketRate/(MxT_), where M can be set to be a heuristic
value, for example 10. It means the packet rate will be
increased to maxPacketRate after 10xTc.

FIG. 7 is a flowchart for an exemplary congestion control
method in accordance with the principles of the present
invention. At 705 the node sets the congestion control timer
T1=0, sets the packet rate increment timer T2=T, and sets
PacketRate=initial value PRO (the initial packet sending
(transmission) rate can be configured to be the maximum rate
that the node can send the packets to its child nodes). At 710
a test is performed to determine if the node has received a
Congestion Control Notification. If the node has not received
a Congestion Control Notification then at 715 a test is per-
formed to determine if the packet rate timer T2 is equal to 0.
If the packet rate timer T2 is not equal to O then processing
proceeds to 710. If the packet rate timer T2 is equal to 0 then
at 720 the node increases the packet sending (transmission)
rate by an increment D, but the new packet rate should be no
more than a maximum value i.e. newPacketRate=min{old
PacketRate+D, maxPacketRate}. At 735 the node then sets
the packet rate increment timer T2 equal to T,. Processing
proceeds to 710. If the node has received a Congestion Con-
trol Notification then at 725 a test is performed to determine
if the congestion control timer T1 is equal to 0. If the conges-
tion control timer T1 is not equal to 0 then processing pro-
ceeds to 735. If the congestion control timer T1 is equal to 0
then at 730 the node decreases the packet sending (transmis-
sion) rate by half, but the new packet rate should be no less
than a minimum value i.e. newPacketRate=max{%2 oldPack-
etRate, minPacketRate}. The node also sets the congestion
control timer T1 equal to T..

In an alternative embodiment, a separate multicast tree
(group) can be established and maintained to distribute a
chunk of content (data). That is, each chunk of content (data)
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can have its own multicast group (tree). A receiver joins
multiple multicast groups (trees), one for each chunk of con-
tent (data). Multiple chunks of content (data) can be distrib-
uted from the source to the receivers in parallel.

The present invention can be implemented at the link (me-
dia access control) layer (layer 2) of the network protocol
stack, or implemented at the network layer (Internet proto-
col—IP) layer (layer 3), or implemented above the network
layer at the transport layer (layer 4) or as an application (layer
D.

Referring now to FIG. 8, which is a block diagram of an
exemplary wireless device implementation of the present
invention. That is, the device of FIG. 8 may be a source, a
forwarding (intermediate) node or an end device with the
differences being in the software loaded into the individual
devices. The present invention includes a host computing
system and a communication module (wired (not shown) or
wireless). The host processing system can be a general-pur-
pose computer or a specific-purpose computing system or a
combination thereof. The host computing system can include
a central processing unit (CPU), a memory, a storage unit
(device), and an input/output (1/O) interface. The wireless
communication module can include a MAC and baseband
processor, radio transceiver (transmitter and/or receiver), and
one or more antennas. An antenna transmits and receives the
radio signals. The radio transceiver (transmitter and/or
receiver) performs radio signal processing for transmission
and/or reception. The MAC and baseband processor performs
MAC control and data framing, modulation and/or demodu-
lation, coding and/or decoding for the transmission and/or
reception. At least one embodiment of the present invention
can be implemented as a routine in the host computing system
and/or the wireless communication module to process the
transmission and receiving of data and control signal. That is,
the block diagram of FIG. 8 may be implemented as hard-
ware, software, firmware, a field programmable gate array
(FPGA), an application specific integrated circuit (ASIC), a
reduced instruction set computer (RISC) or any combination
thereof. Further, the exemplary processes illustrated in the
various flowcharts and text above are operationally imple-
mented in either the host processing system or the wireless
communication module or a combination of the host process-
ing system and the communication module. That is, specifi-
cally, network coding, link rate adaptation, congestion con-
trol and adaptive scheduling (in accordance with the steps of
the flowcharts of FIGS. 2A, 2B, 2C, 5, 6 and 7) of the hop-
by-hop multicasting of the present invention are performed
by the CPU of the host computing system. The actual trans-
mission and receiving of data packets of the content or portion
of the content is performed by the wireless communication
module. Furthermore, similarly, the functions and steps of
joining and leaving the hop-by-hop multicast network of the
present invention (in accordance with the steps of the flow-
charts of FIGS. 3A, 3B, 3C, 3D, and 3E) are performed by the
CPU of the host computing system. The actual transmission
and receiving of requests to join and/or leave (exit) are per-
formed by the wireless communication module. The function
of the expiration timer is performed in the CPU of the host
computing system. The block diagram thus fully enables the
various methods and/or processes to be practiced in hard-
ware, software, firmware, a field programmable gate array
(FPGA), an application specific integrated circuit (ASIC), a
reduced instruction set computer (RISC) or any combination
thereof.

It is to be understood that the present invention may be
implemented in various forms of hardware, software, firm-
ware, special purpose processors, or a combination thereof.
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Preferably, the present invention is implemented as a combi-
nation of hardware and software. Moreover, the software is
preferably implemented as an application program tangibly
embodied on a program storage device. The application pro-
gram may be uploaded to, and executed by, a machine com-
prising any suitable architecture. Preferably, the machine is
implemented on a computer platform having hardware such
as one or more central processing units (CPU), a random
access memory (RAM), and input/output (I/O) interface(s).
The computer platform also includes an operating system and
microinstruction code. The various processes and functions
described herein may either be part of the microinstruction
code or part of the application program (or a combination
thereof), which is executed via the operating system. In addi-
tion, various other peripheral devices may be connected to the
computer platform such as an additional data storage device
and a printing device.

It is to be further understood that, because some of the
constituent system components and method steps depicted in
the accompanying figures are preferably implemented in soft-
ware, the actual connections between the system components
(or the process steps) may differ depending upon the manner
in which the present invention is programmed. Given the
teachings herein, one of ordinary skill in the related art will be
able to contemplate these and similar implementations or
configurations of the present invention.

The invention claimed is:

1. A method, said method comprising:

performing hop-by-hop multicasting including network

coding of data packets of a portion of content, wherein

said hop-by-hop multicasting includes adjusting a radio

transmission mode responsive to channel conditions for

each data packet, and wherein network coding further

comprises:

receiving an encoded data packet of a portion of content
from a parent node;

determining if said received encoded data packet is inno-
vative;

storing said received encoded data packet if said
received encoded data packet is innovative;

determining if a full rank of said encoded data packet of
said portion of content has been received;

determining if an acknowledgement message for said
portion of said content has already been sent to said
parent node if said full rank of said encoded data
packet of said portion of content has been received;

sending said acknowledgement message to said parent
node if said acknowledgement message for said por-
tion of said content has not already been sent to said
parent node; and

discarding said received encoded data packet if said
received encoded data packet is not innovative.

2. The method according to claim 1, further comprising:

encoding data packets of said portion of content using

network coding;

multicasting said network coded data packets to down-

stream receivers;

determining if acknowledgement messages have been

received from all of said downstream receivers;
determining if there are additional encoded packets to mul-

ticast responsive to said first determination; and
determining if additional innovative data packets have

been received responsive to said second determination.

3. The method according to claim 1, further comprising
removing said portions of said content that have been
acknowledged by all of said downstream receivers if said
cache is otherwise needed.
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4. The method according to claim 2, wherein all multicast-
ing is performed on a hop-by-hop basis, wherein said hop-
by-hop basis supports local optimization of radio transmis-
sion modes.

5. The method according to claim 1, wherein link rate
adaptation is also performed by said hop-by-hop multicast-
ing, wherein said link rate adaptation further comprises:

transmitting a periodic link quality measurement request to

said downstream receivers;

receiving a link measurement report from said downstream

receivers;

storing said link measurement report;

determining if there are additional data packets to be mul-

ticast to said downstream receivers; and

determining a link physical layer transmission mode

responsive to said first determination and said link mea-
surement report for said downstream receivers.

6. The method according to claim 1, wherein said conges-
tion control is also performed by said hop-by-hop multicast-
ing, wherein said congestion control further comprises:

receiving a congestion control notification;

decreasing a transmission rate for said encoded data pack-

ets of said portion of said content by a factor, wherein
said decreased transmission rate is greater than a mini-
mum transmission rate;
increasing said transmission rate for said encoded data
packets of said portion of said content by a factor,
wherein said increased transmission rate is less than a
maximum transmission rate if no further congestion
control messages are received for a period of time.
7. The method according to claim 1, wherein said adaptive
scheduling is also performed by said hop-by-hop multicast-
ing, wherein said adaptive scheduling further comprises:
updating a first table responsive to receiving an acknowl-
edgement message from a downstream receiver;

removing a first entry from a second table responsive to
receiving acknowledgement messages from all down-
stream receivers; and

adding a second entry in said second table responsive to

receiving said acknowledgement message from a down-
stream receiver and data for said second entry.

8. An apparatus, comprising:

means for performing hop-by-hop multicasting including

means for network coding of data packets of a portion of
content, wherein said hop-by-hop multicasting includes
adjusting a radio transmission mode responsive to chan-
nel conditions for each data packet, and wherein said
means for network coding further comprises:

means for receiving an encoded data packet of a portion of

content from a parent node;

means for determining if said received encoded data packet

is innovative;
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means for storing said received encoded data packet if said
received encoded data packet is innovative;

means for determining if a full rank of said encoded data
packet of said portion of content has been received;

means for determining if an acknowledgement message for
said portion of said content has already been sent to said
parent node if said full rank of said encoded data packet
of said portion of content has been received;

means for sending said acknowledgement message to said
parent node if said acknowledgement message for said
portion of said content has not already been sent to said
parent node; and

means for discarding said received encoded data packet if
said received encoded data packet is not innovative.

9. An apparatus for performing hop-by-hop multicasting

comprising:

a receiver configured to receive an encoded data packet of
a portion of content from a parent node;

a processor configured to determine if said received
encoded data packet is innovative;

memory configured to store said received encoded data
packet if said received encoded data packet is innova-
tive; wherein

said processor further configured to determine if a full rank
of said encoded data packet of said portion of content has
been received;

said processor further configured to determine if an
acknowledgement message for said portion of said con-
tent has already been sent to said parent node if said full
rank of said encoded data packet of said portion of
content has been received;

a transmitter configured to send said acknowledgement
message to said parent node if said acknowledgement
message for said portion of said content has not already
been sent to said parent node; and

said processor further configured to send said received
encoded data packet if said received encoded data packet
is not innovative; and

wherein said hop-by-hop multicasting includes adjusting a
radio transmission mode responsive to channel condi-
tions for each data packet.

10. The method of claim 1 further comprising:

receiving a plurality of congestion control notifications
from multiple nodes around a congestion area; and

aggregating the plurality of congestion control notifica-
tions and treating them as one notification.

11. The apparatus of claim 9 wherein said receiver is fur-
ther configured to receive a plurality of congestion control
notifications from multiple nodes around a congestion area,
aggregate the plurality of congestion control notifications,
and treat them as one notification.
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